MamaTKa no
Knbepbesonack

& CBEPBAHK

Mbi Bcerga Ha CBA3M

CTONKHYNUCb C MOLWEeHHUKaMn? CPOUYHO 3BOHUTE:

B mo6uabHOM NpUAOKEHNN
L;l HaxmuTte UKOHKY TenedpoHa B 1€BOM BEPXHEM yray

j Ha Homep 900
o C mobunbHoro TenepoHa, 380HKU no Poccuun BecnnatHble

E(?‘ﬁ Ha Homep +7 495 500-55-50
ANA 3BOHKOB 13 ntobou Toukn Mmupa, no Tapudam oneparopa

Bawa 6e3onacHocTb

3auwmTnre (ess v CBoM AeHbIY

& CBEPBAHK

v’ Hawa rnagHas 3a43a4a — COXPaHHOCTb BaWUX AeHer n
JINYHBIX A3dHHbIX

v Mbl NOCTOAHHO B10KMPYEM HOBbIE YrPO3bl U MCNO/Nb3YEM
CamMble coBpeMeHHble CpeacTBa 3aliuThbl

v Ho camasn HagéxHana 3awmrTa — 310 Bawa
0CBEAOMNEHHOCTb, 6AUTENbHOCTD U OCTOPOKHOCTL!

Bawa 6esonacHocTb

3awmrmre (ess v CBoM ACHBMM

& CBEPBAHK

[aBaiite 60poTbeA
C MOLUEHHUKaAMM BMecTe

Bbl CTONKHYAWCH C 4eM-TO NOJ03PUTENbHBIM —
Hanpumep, obHapyXnUnu NoaaeNnbHbIN CauT UNu
aKKayHT B couceTax ¢ norotunom CbepbaHka?

Mnu ctanu cBUgeTeNnem AencTBuin MOLLEHHUKOB —
Hanpumep, OHU NoA BMAOM COTPYAHUKOB NO3BOHUAU
BalWMM poACTBEHHUKAM?

HanuwuTte Ham, Mbl NpUMem mepbl.
https://www.sberbank.ru/ru/person/dist_services/warning/form




& CBEPBAHK

OCTOPOXKHO: MOLWEHHUKU UCNONb3YIOT
TeMy KOpPOHaBUpYyca KaK NPUMaHKy

* Ecau BuguTe B NoYTe NUCbMO CO CIOBOM KKOPOHABUPYC» B
Teme, 6ym>'re OCTOPOXHbl U HE NnepexoauTe No CCbliIkam —
TaM MOXEeT OKa3aTbCA cai‘ﬂ'—noeyw Ka.

* BHMMaTeNbHO NPOBEPANTE CChIIKK B NUCbME, 0COBEHHO
KOPOTKMe. He ocTaBasiiTe CBOM AaHHbIE Ha
NoA03pUTENbHBIX CaiTax.

= JloBepsiTe TONbKO OpULManbHbIM akKayHTam C6epbaHKa B
couceTax U He coobuiaiite HMKomy naponu n3 CMC u
HOMEpa KapTbl — MOLIEHHWKKX YacTO NULWYT OT UMEHMU

CbepbaHka.

FnaBHble npasuaa JINYHOW

KubepbesonacHoctn

=

He CoobluanTe HuKoMy
CB0M NAPONK, MUH- 1 CVV-£04s!
W KO4st M3 CMC, Laxe CorpydHmman
Bamra

U

MCNON63YRTE AHTHENDYC K
NPANOKE HUe CHEPEA RE DRASRH HA
Android uueer GacraaTHin
IHTHBRPYC

]

HE NEPEXOANTE N0
MOAOIPUTENBHLIM CCLITKaM!
MOLISHHAKM MOIYT 33033017 83
KOMNWICTER Mt TENESOH Dnpycom W
YEPICTY Bl AaHHse

000
000
004

ol

COOBUWMTE BaHKy O CMeHE HOMepa
MOSUNBHOIO: ECTn PUCK, MTO BALLW
AIHHLIR NON3AYT HOBOMY BAAAALILY

& CBEPBAHK

]

NenonbayiTe 1onuko
¢ bHEIR NP
Gahrd 8 Agp Store, Google PRy
Micrasoft Store

T

MposepAiTe peKBMIMTE NepesoA0s
W NNATEXER, KOYDD=IE NPUXOART &
CMC ot Ganea

& CBEPBAHK

MpaBuna nnuHoM KnbepbesonacHocTH

3TW NPOCTbIe NPaBUIA AO0MKEH 3HATb KarKAblN, KTO HE Xo4YeT
6bITb 06MaHYTLIM U NTULLUTLCA AEHer

Y3HaliTe 0 pacnpocTpaHEéHHbIX NPUEMAX 3/10yMbILIIEHHUKOB U
He aaiTte um cebs obmaHyTb

& CBEPBAHK
OduuymanbHbie Homepa CbepbaHka

C6epbark otrnpasnsetr CMC Tonbko
c Homepog 900 1 9000

C HOMEpPa 9000 6aHK NPOBOAKT CMC-CNPOC O KauecTse
OBCNYXMBIHIA 1M NPOBOAMT AKTYANM3ALUMIO AaHHBIX.

CooBuieHre MOXeT COABPXaTh CCuINKy Ha nopran Lie-Tpa
HeaBmxmumocT CoepBarka Domelick.ru uaum onpoz CEepsanHka

Mpn ncnonssosaHum 6aHkoMaToB

* (IpUKPbIBaKATE KNABUATYPY PYKOR, XOTAd BBOANTE

MAH-x0A

e Henp W Wik OT Hes MUes,
HAXOARCH Y BaHKOMATA, 1 He COBRPLUAATE onepauun
MOA AVKTOBKY

® OCMOTPUTE GIHKOMAT Nepea MCNOoLIOBAHHUEM
1 YBEATECD, YTO HA HEM HET NOAO3PATENLHBIX YCTPONCTE



& CBEPBAHK @ CBEPBAHK

Kak 6e30nacHO nosib30BaTbCA
NMonb3yntecb ycnyramu 6aHka 6e3onacHo WHTepHeT-6aHKOM

4TO HYMHO 3HaTb NPU UCNONb30BaHUM PUHAHCOBbIX CEPBUCOB MuTepHeT-6aHK Chepbank OHNalH — yaobHbIH 1 6esonacHblli cnocob cosepwaTts
HaHKOBCKWE onepauuu Ha KomnbloTepe, 6e3 su3uta B 6aHK. YTo6bl 3aWMUTUTHL ceba
OT MOWEHHWUKOB, AOCTaTOYHO COBAI0AAaTL NPOCTLIE NPasuAa:

Huxomy He cooBwaiite naponu AnA Bxoaa 2

@ CBepBanx OHnaiK

Naxe cBCHM ONHIKMM 1 COTPYOHWKaM DaHKa.

WHrepHeT-BaHk MofuneHoe npuaDseHne Cepanc CMC-Ganx

Y6eguTeck, 4TO 3APECHAA CTPOKA HANMHAETCH C

| 1 @ npedukca https:i/
: | 370 O3HAYAEET, YTO YCTAHOBNEHD 3aLMUEHHDE

EBaHKoMmaTsl EBaHroECKaR kapTa ChAC- 1 email-MolleHHUYeCTED CoEmHEHME

Hukorga He BBOUTE NAPONU ANA OTMEH kI

(i) s

00 3701 MOTYT NONPOCHTL TONBKO MOWeHHWKN. Ecma

@ CBEPBAHK Bl € ITHM CTONKHYNNCE, MOKMHLTE CART W CPOYHO
F oDpaTwTecs B OaHK

Tes I8 §OHHLE MOLLEHHAKM MNceBAoBpokepsl W NCRBAGANNE B Ka K 6930naCHO non bsoBaTbcﬂ CrapaiiTeck He NONL30 Be6-sepchen
CBepBaxx Ounais ¢ moBunsHoro Tenagona
UHTEepHeT-6aHKOM D

Hawmuoro yactnee ncnonb3oBars MoOUNsHoe
E;:E H.".\l’(f’.ﬂblﬁ

MuTepHeT-6aHK C6epbark OHNaitH — yao6Hbii 1 6e3onacHbii cnocob cosepwarts

HaHKoBCKKMe onepaumm Ha KomnoloTepe, 6es su3uTa B 6axk. Y1obbl 3aWUTUTL CebA

OT MOWEHHWKOB, AOCTAaTOYHO COBNIDAATL NPOCTbIE NPaBUAa:

Vononesyire Toneko odrumranstsii canr
CBepbanx Ounanu

CoxpanuTe 370T dApec 8 3axnajKax

Gpaysepa (NOCMOTPETH NPUMEDH! CAINTOB-NOANENOK
MORHO HVHE)

Nposepante p Tl P sCMCc
OQHOPAI0ELIM Naponem oT komepa 900

Ecnu pexsu3ntes He coBNAaAaHOT, TO T2KOA Naponk
BBOAMTb HEMb3A

UenonesyrTe aHTUBUPYE

Ferynapio 4enanTe NONHYO Npoeepry KoMNbioTEpa
NPOrPamMmMofi-aHTHBMpYC oM. YCTaroeuTe
ARTOMATUHAL KOS ODHOBNAHUA ANTUBUDYCHEX Bas 1
ONEPALMOHRON CHETEMEI

Ann exona 8 CBepSaxk OHNaix HyKeH TONBKO
NOrMH, NWYHBIA NaPONk WM OOHOPa3oBbiN 3 CMC
Ecnn Ha canTe sanpawmsact Nodyic Apyryo
NEPCOHANLHYIO MHPOPMALMIO, HANDIMAED, HOMEDP
BaHK0aC KO KapTl UnK MoDUNLHArD Tenedaka,
NOKMHLTE CBAT M CPOYHO COpaTHTECH B DaHx

& ©®



& CBEPBAHK

Kak pacnosHartb cant-«nogaenky»? @ coeprAn
Mpumepbl GULLIMHIOBLIX CAUTOB

ONGORLMA MOSET NDCROGHA TWER

B HESALMLLSHOM DONMNG (rDIeos ALLPHC MONET w8 COMREAT

ooy iepe, rraminmoline ro patory £ ogn At «ClepGam
& RPN PRI e ST ) Ownafvs (onioe sherbarnk 1)

C6epbam

"3.. +7 (409) 657 0232
Y Onlain
o paanvsisaus TPESNOMIL i 5
e e J - 'I CbepbaHk OHJI@EH —
] -
P00 Tereos ) 5 \ MpOCTO, 6LICTPO, 6e30MaCHO!

HOBOCTU ' BXOA HA NIMYHYIO CTRAHUYY
MoryT oroyTereonaTs wnmw Sems 2 "
SO TR TN ETI S BRI U I 87 memlan 3011

¢ ClE. arOM no Mep BANGHE BOC TOYHOTO

GOptling € MW ERaCTION f“..:;.-m et

Worstes el ( 160098 HAe4TUGeiETO AOMNICEE A

= ey Napsns

Povmasamg, BONBDE RONTRIT MO 25 comremZion 2071
TENOGOMOD NOTYT MO CORMDSETS BHAMAHAL KIVENTOR
© SO D T M CEBEPOKRBKA3CKOMO "
+7 (40%) 500 55 &0 P £ 35 oot 011 u
8 (800) 555 55 50 (R SECINAD TTWe} et
SR no(-,‘u-w-

Noa pasnwrIR NPO NOFIMM
mapsumasten CMC<2a no onepeisw




& CBEPBAHK

Mpumepbl GULLMHIOBbIX CAUTOB

* Sweuc §, Mo v Ry e g esk shriru Mo oot 05 o saes - Qos a1 -
wnbaen LB o B lemanas ey ivd 8 . mnﬁ.ﬂl
L R R T ST SRR . B ] - Crpeeme s Sewmeenn s Oy s @ "

W Céepban

' OH/l@uH & CBEPBA

Co6epbaHK OHJI@HH —
IIpPoCTO, 6BICTPO, 6e30racHo!

3anpoc HOMEPa MOSHNLHOTD TenedOoHa CO CCLIMKOI Ha owwbky AocTaaky SMS u
HBOBXOAMMOCTEH0 NOAKNIHMTL YCNyTy MOBMNLHLIR Bank — Bakk e sanpawneaer
MOGWIbHER TENEMOH W APYIYI0 NEPCOHATLHYI0 NEDOPMALKO QN7 BX0NE B

HOBOCTW

O7 monfips 2011

BHAMAHNIO KNUEHTOB Are *n =By 8cnte 8 Clepdare Onlion A oy Ty AICEyi et Baw
BANCHEBOCTOUHOM _

BAHKAY

B cami ¢ nposesemes

metax jaltor ¢ 150008
wradga 40 02 00 €0 nalps
(ppened Lncmont wae| e Crges
LC TS St

o ecen TH R e T R e iR R T T

ERUEEE T

47 (499) 657 0232 mm&
+7 (495) 500 5550
(800 555 5550

C6epbaHk OHJI@HH —

MIPOCTO, 6BICTPO, He3oracHo!

iy Céepban
5 oniein

! L i L e Rl L U

25 cowremGpn M1
BHIMAHNE KRAEHTO S8eaNTe HOMED TENIDOWE
CEBEPOKABKAICKOTO W HOBOCTK BxoA Ha fUUHYIO CTPaHULY

BAHKA 7

< ‘
05 dunalon 3011 ——
Haamas ¢ 25 cowrsfps 2 BHUVMANSO KIVEHT0R AN FSOMLALIN nAs mossommtms “Oeptuns Ou i
T (8 socriren 3TMNcR) BiaeT NANGHEROCTOUHOND
m"—"m;:”“‘"“ rans s BANSAZ 1 Arw mcga & OCp e Ol o0 Sany NG . A Ll g
B R v — - s TR I NPRAZE hew i A o 2 860 iuve o
rrmeew cador ¢ 150008

O cHeTenns Clegfiiom 3
m.. = _..A.Ff... - 2eea’ne 3000 00 07 T U000 BN VEwT JELEASMIATA DEDNW NS T\ 09 SEALA § CH0 00 COOGR # R |
SRS SR DITET 88 C3rPe s U 654 LB




& CBEPBAHK

KaKk moweHHUKU KpaayT AeHbru C
nomoLbio puwmHra. Cxema 1

o T@ -
@R®-®-°@®

Knaccuyeckasn cxema mMoLleHHUYecTsa

D MHIOERIN CaHY o o Mepcoranshmie faHKbIe

Ha noagensHoM caiTe Bac MaryT nonpocHTs BERCTH
HABHTIDIKATODE W NAPOrs, MOSINEHBE Tenad o

N Apyree NepooHanshsis qarssie MO DOS MM e
MOWEHIKEN 1A 00Mana. [I1R 38Ty OT MOWEHHNDE
8 «Clepfiar Ornaiing NPy MOTREHO MOATEEOWAS M
PARIHICELIX ONEPALMIA 0ARODA DBV NBPONEM,
SOTOpeS OTIPAANASTCH WIECTE C PENSHIMTIMN CINOR
oNEPAUKY. HeoGnOmos Th NOATOCFKIS HIR ONepaUM
QAHOPASOBEM Naponem aTolpaxaeTen 8 sClepltany
Ornains nps COBEPLIRHIN CNEPSLIM

ANOYMBILLINEHHWK K3 PIINN4HEX PECYPTRX \
OT COLMANbHLX CETER H HELTPONHOH NaTo! N
A0 COLAHBIC HOSOC THEX € afTon — acTanmseT Bac

HAXATS HE CCRUKY, BEAYLEYO M3 (HLLKHIOBLI CAIRT

Bei nepexeauTe Ha NOARENBHEIA CIT, KOTOEHR KONKEYET

JMEEH W COBEMAHAE HIBOLTHONS CEATa

OpHopasoew SMS-napons He pasrnawanTe HixoMy 04HOPAZOBEI Napons
Ma3ToMy oarOpasCERA NAEANG ITO CHEHE KPNTINHES
ANSMEHT GEACNSCHOCTH — ET0 HEMLIA HMOMY
PAIMBWATY W HK 5 KOCH CITYSAE HENbIR BOOAMTE, CXIM
namy4erkEle B SMS-co0OLRHIM PEFEUMATH OTHOCATCR
¥ anepaynn, xotopyo Bu ne cosepuann

AnoymMEILINEHHMKY HAHO Yanare y Bac ogropasossst
SMS-napaie 3NA NPOEEASHEA ONe pawik, Kax Npaenno,
MOLWEHHHE 200t1T Baw Ha Tensdon 1 NpeaC TannAeTes
COTPYAHIOM BAHKS U NPO: HOAMI BT YIPO3IEMN
IJCTANNAET NPOAMSTOSATS ey Baw ogropazoesin
napans

Ans MOGUNBHBIX YCTPORCTS

S H NAPOM OT JIHSHOTO SADNHETA, NPOATH COUMASTDHLE o

& CBEPBAHK

Kak moweHHUKN KpaayT AeHbru
nomoubo puwimnHra. Cxema 2

ﬁ,g

@‘ @ o)

. Bmpyc J Ca#r — nosywka
‘ [ ~
/ Bupyoroe npom obec (Espyc) 33p T\ / TIpW NONLITHE KAHEHTA OTIPETS © MOTMNLHOM
—~— MODHNEHOE YCTRORCTEO LIHEHTE. S YCTPORCTSA CBAT DaHKa EMPYL NEPEHaNpaanAeT SNEHT3
HA CNEYMANEHES CART-NOBYLLLY, UMUTHRY DU CAAT
Céeptaraa
Ha nonnenswom canTe /. Bupyc CaMOCTORTENLKO NONYS3ET U Nepecsinaer

SMS-napons

Ha noyyiensHom caiTe MoryT NESANOSNTS BOCCTH TaNe \

Mlocne ycTanoosn DHPYC CAWCCTUATENLHO 0T MNCHH
KIMEHTE NOMY<S2T W NAPECHINIAT 30 MERLNAHHIKEM
SMS-N3Ponu ANA BX0A # NOATESPMIEHNA

MOLIEHH H-2CRX ONEPausi B COeplany Ornaim.

ONPOC, CEIYITL SHTHEMEY'S MM HOBOE NPHNOWEHME
o7 CO2ptasa



@ CBEPBAHK

Kak 6e3onacHO nonb30BaTbCcA
MOBUNbHBIM NPUNOXKEHUEM

MobunbHoe npunoxeHne Co6epbaHk OHNaMH — yaoBHbLIA U
be3onacHbIi cnocob ynpaBaaTh CBOMMM GUHAHCAMU HA cmapTdoHe. Mbl
Aenaem BCE, 4T06bl NoNb30BaTbHCA UM Gblno 6e3onacHo: Hanpumep, B
Hawe npunoxeHue Ha naatpopme Android y:Ke BCTPOEH aHTUBMPYC.
Tem He meHee, npocum Bac cobnaaTh NPOCTbIE NPaBuNa:

HUony He FeRODUTE NAPONL ANA BXOA3 8 MODHNLHOR
NPUNCKEHIE

Mgvt YCT3HOBKE Ha CUARTEOH NSLIX NPRAKEST
COPEUARTE BHAVEHAE H3 NONHOMOMHA, KOTOPES OHN
sanpaweanor. Byabre 0coGeHHD OCTOROIHN, €N
NPHACKERME NPOCHT NP2B2 Ha YTEHN e a1 PECHOR
KHam, 0TNpaesy CMC-.coOfuyest n JocTyn K
VHTEDHETY — OHO MOXET ObITh ONACHSI. THILE He
YCTAHEENUESIHTE 8ro

OmnioqnTe B HACTRO KaX Bawerg iFhone
BOINCAHCCTD MENONBIOEATL MNOCO00C YNPABNCHHE
Sin npw 3a0NoKKPoEaRHoM 25pane (HacTpodm — S
= [CocTyn ¢ GNOKMPL BROA 3Kpaka)

C

®

WCnonsyiTe TONEHO OPMSANEHEE NPMICHEHIA
Ganxa gna Andredd, Phone, IPad n Windows Phene

He yCTaHIENNBARTE N PHACKEHNA NO T2 bNKaM
13 CMC-cooCuersiin 1 INeRTPoH=0R NO4Ts, Aake
cCni B CO0GWEHAR YTOCPURGAETCR, YTO OO ) Ganka

He Momid iy npyiTe onepayHoHH Y0 CHCTeMY
Tenehors (nanpimep, © nomoubio arenGpeiisa)
HeCEHRUMOHADOSAHHEA NOIMDFKAUMA OTHMOHEET
JAUNTHLR NEXEHIIMEL ZaAN0KEH-EIE
TRCYIBOMTANEM, W 531 TANSEIO CTAMOBMTCR
YRIBHMGIN K 3303 KEHAD BUDYCHLIMK NDOTHEMMaE

& CBEPBA|

Kak 6e3onacHO Nonb30BaTbCA

cepsucom CMC-6aHk

Cepsuc CMC-6ank — ato cnocob nonyyate 6aHkosckue ycayru ¢ nomowpio CMC-
coobuieHuit yepes Homep 900, USSD-3anpocos, a Takxe Push-ysegomnenuid (npu
Hanuuum MobunsHoro npunoxexns Coepbank OHnaiin). Cepsuc aaér
BO3MOXHOCTb OTNpaBnaTe 6anky CMC-nopy4yerus Ha Homep 900 — Hanpumep,
KOMaH/bl Ha COBEPLIEHME NEPEBOAA U MHOTOe Apyroe. YTobbl NoNbL30BaTLEA
cepsucom 6e3s onaceHun, cobniopante npocTole Nnpasuna:

®)
e
A

YCTINOBHTR CROKMAIA MAPON HA TeNsdoNe

Waade molwessankan SyneT npouse AcdpaThea 20
BALMX ArHer

Ecnu nerepany renedon, oGparurecs & Ganx
W narpocwTe sperento ssnasvpooam CMC.-Gam
JaTen a5N0MpYATE CBOO CHM-KAPTY y LOTOBCO
onepaTopa

Ecnn sapyr nepecTana paSorars CHM-KaRTa,
NOJIBOHWTE CECEMY ONEPATORY CBAIN M BBIRCHATE
NPUYMHY

Boaumomso, BT STEKYWOT MOLEH HIIM

B

®

Ecnn skl CMEKMNH HOMBP MOSHNBMOTO TeNRHOND
Omemosums CMC-Gank Bt ewcewere 8 MoSHnbHOM
npsnasern <ChepGans Qrnaity wn Eansomare

He noaxnionaitre k CMC-Bamxy wymne renedomil
Qake ecnu sac npecaT 66 3Tom NOaK, KoTapae
NPSACTARHMNCS SCOTPYAHMKaAN Ganka s

QTENYNTS B HaCTRORRax IPhone r
ynpagneHue Sirl npu 3aBnoKpoBasHoM JEpaHe
Kaz amemosute HacTpossm — Sinl — Siric
DNONADOBKOH KpEH3

Karpa Gank auguT noqoipuiensHsle CNEPaUMH CT BALSTO MMEH N, OH NKXKET NO CHISHA HHILpaTIme apamertD abnokupasars
40CTYN K Cepecan CMC-Gank v COeptars Onnaie ECAK oNepamm COBEPWaNH Bol, ANA GRCTROM BIICTHOBNEHIA A0CTYA
NOGEOHATE, NCKANYACTA, B CONTaNTREI YeHTP Clepdaria no nomeny 800 (C MOGHNEHIT0 TENEGIOHE, JE0HK HA TELPHTODRA

Puccwmss Gecnnar i)



@ CBEPBAHK

& CBEPE/

Kak obe3onacutb ceba or CMC u email

MOLLEeHHUYecTBa NMpumepbl moweHHU4YecKux nucem n CM(

MoweHHuKM perynapHo paccoinaiot CMC 1 aneKTpoHHbIe NnrcbMma, CMC «Bawa kapra 336"0““"038"'3’)
3aMacKnMpoBaHHble Nog coobweruna or 6aHka. Mx uenb — nony4mTb 4OCTYN K
Bawemy cY€Ty U YKPacTb AeHbru. N03TOMy BaXKHO yMETb OTAM4aTh opuumanbHbie

Bl nonyuynnn CMC npumepHO Takoro cogepaHua: «Bawa kapTa
coobuieHua BaHKa OT NUCeM MOLIEHHWKOB.

3abnokuposaHa» unu «lo Bawei kapTe nposeaeHa onepauua Ha
cymmy N pybneit». Tekct copepuT Homep TenedoHa 1 Npusblis
CPOYHO NO HEMY NO3BOHUTL. Koraa Bbl nepe3saHuBaeTe, Bam
OTBEYAEeT MOLUEHHWK, KOTOPbIN NPeACTaBNAETCA BaM COTPYAHUKOM
H6aHKa — Hanpumep, cnyxbbl 630NaCHOCTU UK TeXHUYECKOM
nopaep*Ku. Bac npocaT npeaocTasnTb MHGOPMAUMUIO MW CPOYHO
£0BEPLUSTE AKTHBHSIE ONEPALIN T K3DTaMM COBEPWMUTL KAKUe-To AEUCTBUA — Hanpumep, pa3bAoKMpoBaTh KapTy
MY OTMEHMTL ONepaumio.

BaxH0 3HaTh

Corpyannii BINND HUKOFAD He NPOCAT KNMeNTOR o) CGept Ne otnp r cooBuwennn ¢ opmoi ann
& H33BaTb KOHDUOE HUMANSHEIE CBSAEHUA (NONHEIN ( f,?\ BB003 BAWWX NEPCOHANEHLIX A3HHbIX
womep xapret, PIN- n EVExoau v .n.) i ne Tpefiyor \':/

MoOWEeHHUKK NONbLITAIOTCA NOA PA3NIUYHBIMUA NPEANOTAaMU NONYHUTD Y
BaC KOHPUAEHUMANBHBIE AaHHbIE: NONHbLIA HOMep KapTbl, MAH-koa,
CVV, CVC-Kkop, CPOK AEUCTBUA, UAKU NONPOCAT NOAOUTH K BaHKOMaTy
T n———— WU TEPMUHANY M BBECTU Koa, — 6yaTo Bbl AnA pa3bnoKMpPOBKKM KapTbl
BV temobmmoro renetbona) wn va wawep, yrsrwssi 2 oSpaTod cTapone ragms WU OTMEHbI NNaTeXa. 3TU AaHHbIE MOLWEHHMKU UCNONb3YIOT ANA
KpaMu aAeHer, NOKYNoK n nepesoA0s C Bawero cyéra.

CepBanx He omnpasnmeT coodwenns ¢ npocsBou } COepBasx we npocut 3ante 8 ClepBark Ownasn
& noaTEePANTE, OSMOBUTE HNK NPEJOCTITHTE A NO OOLINING W3 NUCLMY
NEPCOHANLHEIE [AHHEIE



& CBEPBAHK

Mpumepbl moweHHUYyeckux nucem u CMC

3NeKTPOHHOEe NUCbMO OT umeHu CbepbaHka

Bam npuxoauT 3aNeKTpoHHoe nucbmo AKo6bl oT CoepbaHka,
3amMacKkMpoBaHHoe nog opuumnanbHoe NMcbmo. MoleHHUKK
TPebytoT OT Bac ObICTPLIX AENCTBUIA UK HEMEANEHHOTO
oTeeTa. YacTo OTNpaBUTENN TaKUX NUCEM XOTAT HanyraTb Bac
(«CoobuweHune 06 yBennyeHum 3a340/MKEHHOCTUY, «Baw cyér
3a6n10KMpoBaH») MNK Co06WAIOT O KAKOM-TO BbIUTPbILLE.
Mucbma MoryT cogep»KaTb BNOKEHMA, NPOCcbly yTOYHUTL
PEKBU3UTbI KapTbl, CPOYHO NO3BOHUTbL NO YKa3aHHOMY B
nuceme Homepy TenedoHa Uau nepenTn No ccoinke. Agpec
caiTa 06bI4HO NOXOXK Ha oduuManbHble agpeca CanTos
CbepbaHKa. byabTe OCTOPOKHbIMYU C TAKUMU NUCbMaMU; He
nepexoauTe No CCbIIKaM U He OTKPbIBaWTe BAOXKEHUA. Jlyulle
Nepe3BOHUTE B KOHTAKTHbIN LeHTp BaHKa, 4Tobbl NpoBepUTL
nHbopmaumio.

& CBEPBAHK

Mpumepbl moweHHUYeckux nucem u CMC

CoobuweHune co ccbinkamm

MOLEHHUKM MCNONB3YIOT Hale N6oNbITCTBO B CBOMX Lenax. Bam
MmoxeT NpuidTi CMC € MHTPUTYIOLLUM COAEPIKAHUEM: BaM MOTYT
coobuiatb, YTO Bbl «BbIUIPANKU CYNEpNpu3» Mav NO3APaBAATL C
npasaHuKkamu. Takue coobuieHnA YacTo coaepiKaT CCbINKK, NO
KOTOpOi1 Bam 06elatoT 4ONOAHUTENbHYIO MHOOPMALMIO O BbIMIpbILLe
MK CCbINIKY HA CKa4YMBaHMe NO3APaBUTENbHON OTKPLITKK. [lenats
3TOr0 He cneayer.

MNpu nepexoae no 3ToK CCbi/IKE Ha Baw TenedOoH MAK KOMNbIOTER
MOKET 3arpy3uTbCs NPUNOXKEHME C BUPYCHbIM NPOrpammMHbIM
obecneyeHnem, UK Bbl NONAAETE HA CalT-NIOBYLLKY, HA KOTOPOM NoA,
PasNMYHBIMK NPeANOraMmmu MOWEHHMKN NOMNbITAKOTCA NONYHUTL
nepcoHanbHbie AaHHbIe: UAEHTUGUKATOP U NAPONL ANA BXOAA B
NHTepHeT-6aHK, KoAoBOE CN0BO, HoMepa BaHKoBCKUX KapT, MUH-
kogpl, CVV U apyryro uHbopmaumio.

Kak pacno3Hatb moweHHUKa no tenedony?

MolueHHUKK YacTo BbipaloT cebsa 3a coTpyaHukos 6aHKa. Hanpumep, Bam Ha
MOBUNLHBIN TenedOH 3BOHUT HE3HaKOMEL,, KOTOPbIN NpeacTaBNAeTca
CNeuManncTom KAMEHTCKOM Nnoaaeprkn nau cay6oi 6@3onacHocTi n npocut
Ha3BaTb PEKBM3WTbI KapTbl, NOAOWUTH K BaHKOMaTY U CPOYHO BbINONHUTb HECKONLKO
onepauuid. [pr4mrHa, € ero cnos, o4eHb cepbésHan: cboli B 6ase faHHbIX, yrposa
MOLWEeHHNYeCTBa N 4YTO-To NoAobHoe. 334343 MOWEHHUKA — HanyraTe Bac U He
AaTb BpEMEHW NPOaHaNU3UPOBATL CUTYALMIO, NO3TOMY OH ByaeT HacTauearth,
4106bI Bbl BLINOAHUAK €ro TpeboBaHUA Kak MOMKHO BoicTpee.

He TepsaiTe 64uTeNbHOCTM M TPE3BO OLEHMBaWTe nponcxogalee. MNpu 380HKe

KNWEHTY coTpyaHuK CoepbaHka:

= pcerga obpalwaerca No MMeHK-0TYeCcTBY;

" HMKOrAa HEe NPOCHT KOHOUALHUMANbHBIE CBEAEHUA: NONHbIE
PeKBU3UTbI KapTbl (Homep KapTobl, MUH- n CVV-koa), CVC-naponn

6aHKa;

" HWMKOrAa He TpebyeT coBepwaTh Onepauuii ¢ KapToii.

[Ang kOHTaKTa ¢ KNueHTamn CoHepbaHk ncnons3yet Tpu Homepa

900 8 800 555-55-50

+7 495 500-55-50



@ CHEPBAHK

Kak obe3onacurtb cebs ot
ncespobpokepoB u ncesgoannepos?

MOWEHHUKY PErYNAPHO NPEANaraoT kKAneHTam BpoKepekmue MK AMNepcKmne yenyru, ¢
NOMOLLBIO KOTOPbIX AKOBLI MOMHO NPEYMHOKKTL CBOM KANWUTaA U OCYLLECTBUTL
BbICOKOAOXOAHBIE MHBECTULMN. MPY ITOM MOLWEHHWUKM HE MMEIOT IMUEH3NIM Ha OCYWecTBeHHe
TaKo# AERTeNbHOCTH U K peanbHbim DpoKepam unn annepam He UMEIOT HUKAKOTO OTHOWE HWA,
WX Uenb — BbIHYAWTDL KAMEHTA NEPEBECTH UM ACHEXHbIE CPEACTBA.

5
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BaHO 3HaTb

Mpewas vem nepesoanTe gersri kounarn yGeanrecs
HTD § W8 @CTs SIMLEHINE M3 OCYILRCTRNeNIE GRoKepC 1o
WD QNN PCKDR LEATENRHOCTH

Ecnu gederi nepesaness: B KON EHIK
FEPCIMCTRHPCERH D B3 TERPRATORVIM ADYTOND MCYAIpLTe,
TO CROPHE! NPUAETCR PEWATHL B NPIECECM NONE
WHOCTRSHHOND rOCYN3pCTea, TaK Kak 3&s0HH PP ha 3T
COMNSHMN HE PECNDOCTRARAKTCA

Ecnn bl napeseny 5oL KA CYeT oMnaHuA, ek ve
cnmaxeT nx BepHy Te. [Npoueaypa chargeback
'lpeg‘ftMDTpCHHBQ npauw\am NNaTEreX CHCTEM ans
BOBPETE HEDDOC KOEEHRD [N 3HH=X CPENCTE U
PERNINVCYEMAR MOWEHIEILN L2 MEXIHHIM ST
¥HBECTOPOR, B ARKHOM CNYHBE Ha NPHMEHRETTA, TK
CMMCAME CO CHETSE NPCHCXCAHT NO HMYNETUES CaNKK
CTMEHTOR, ¥ YTNYa N0 NEP2B0AY CPEACTE CO CHETA HAPTH!
HA TMHHEA CH9T ARNRETCA CRBISHHOA. Kpose Toro, no
DEACTHDUEMY 328 0HOAATENEL Ty PD Gar He
BMEWINBEKITCR B AOMOBORHEE OTHOLLEHUA MEXTY
nna‘renbu,'uuum 13} ﬂCl'.‘fdmCﬂ?L\l CPEAEYB np# >TOM
saxoncaaTentcTaa PP npesanipyet Haa npank nawu
NNATEXRHLIX CcTeM
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Flepeyens poccwicsix KOMNEHWA, Y KOTDpEX &cTh
COOTBETCTEYKLLAR NUUEHINGA, NPECTARNEN M3 CARTe
Li=HTpansRors Gaska PO 8 COpaBodHie: Yuac THIKOS
PHIHCOBOTD Pathied

O2HAOMUTCA C OTIREANN O KOANIEHI | YEHATE D
REANEHOM DNLITE BIANMORCILTIMA ¢ HEH MOMNHD HA
NPOPHRLKBIX CIRTIPOpYMSC

Mpi MOGEX COMBEHARX IBAHNTE B FOHTIKTHSIR YEHTP
CHepha-xa Ha rovep 900 (2 wobinssore Tenedona)
3 HOMEP YKAIAHMEIR H3 oBpaTHod cTopote KapTe

& CBEPBAL

Kak obe3onacurtb cebs ot
ncesaobpokepos u ncesgoaniepos?

Kak KAnMeHTbl NONaaalnTcA HAa YIOBKM MOLLEHHUKOB

KAMeHTy 3BOHAT U3 KOMMaHuUM, AKo6bl NpeoCcTaBAAoLLeH
6pokepckue unm aunepckue yenyr. Emy obewatoT BbICOKUIA
A0X0A4, CYLLECTBEHHO BbIWE, YEM Y KOHKYPEHTOB.
MpeanoeHue KaXeTca KNUEeHTY 3aMaHuYUBbIM, U OH
COrNnalaeTcs BOCNONb30BaTLCA YCAYramm 3TO KOMMNaHuu U
NepesecTu AEHbrM Ha KapTy TPETbero Amua.

ByabTe BHMMaTenbHbl! PeanbHble BpoKepckue nnu gunepckue
KOMNaHWUK He NPOCAT NepeBecTy CPeACcTBa Ha KapTy TPeTbero
nnua. Ecau Bbl BbINONHUTE TaKoM Nepesog, 0TO3BaTh CPeACTBa
yxe byaer HEBO3MOMKHO.



& CBEPEA

Kak obe3onacutb cebs ot
ncespobpokepos u ncesgoannepos?

YT106bI BLIBECTU YACTb AEHEr, HYXKHO 3ani1aTuTb

KAMEeHT 3aperncTpupoBasca Ha caiTe TOProBow NAOWaAKM No
6UHApPHbLIM ONUMOHAM, NONOAHWA CBOM BanaHc U NONAYYUN
yBeAOMAEHUE 0 NoNyYeHun «BOHYCHbIX A0X0A08», OAHAKO
ONA BbIBOAA 3TUX AleHer, HeO0BX0AMMO «MOBbLICUTL CBOM
TOProBblii CTAaTyC», T.e. BHECTU A0MONHUTENbHYH Cymmy. B
UTOTE KAMEHT BHOCUT Bce Bosblie 1 6onblue CpeacTs, HO Tak U
He Noy4aeT BO3MOXHOCTU BbIBECTU CBOU [leHbIN.

MomHuure! U3 peancHOM BPOKEPCKON UK AUNEPCKON
KOMMNaHWKN KNNMEHT BCEraa MOXEeT BbIBECTU CBOU CBOBOAHbIE
AeHexHble cpeacTsa.

ﬁ') CBEPBAHK

Kak 06maHbIBalOT MOLLEHHUKU

Y3HaiiTe 0 pacnpocTpaHEHHbIX NPUEMAX 310YMbILINEHHUKOB
Y He paiTe um ceba obmaHyTb

Cutyauma 1. «3BOHOK U3 cnyxb6bl 6e3zonacHocTu 6aHka»

Bam 3BOHUT He3HaKoOMel,

Homep BXOAALEro 3BOHKA O4EHb NMOXOXK Ha
Homep BaHKa, a 3BOHALMIN NpeacTaBAAeTca
KCOTPYAHUKOM CNy»K6bl 6e3onacHOCTU BaHKa».

Y MOLEHHUKOB €CTb BOSMOXHOCTb 3BOHWUTb C
HOMEPOB, MOXOXMX Ha 0dMUMaNbHbIE HOMEpPa
6aHKa, Hanpumep, Takux: +7900, +900

3N10yMbILWNEHHUKNA MOTYT MOMEHATb OAHY
undpy B HOMEpPE, KOTOPYIO Bbl HE 3aMETUTE U
noaymaerte, 4To 3T0 6aHKOBCKUI HOMEP.

ﬁ'-} CBEPBAHK

Kak obe3zonacurtb cebsa ort
ncespo0bpoKepoB u NcesaoaAnNEpoB?

OcTtopoXKHO, notepen!

KAMEeHT HeBHUMATENbHO YUTAET AOrOBOP, KOTOPbIN
noanucelBaeT ¢ AKOObI Bpokepckoit KomnaHueit. Koraa KNneHT
NbITAETCA NONYYUTb CBOM AEHBLIU, KOMNAHWUA OTKa3bIBaET,
CCbINAACL Ha A0rOBOP, rAe YKa3aHo, YTO KNUEHT yyacTBOBaN B
notepee. Mony4yaeTcs, YTO KAMEHTY «MPOCTO HE NOBE30» U OH
NpouUrpan CBou AEHbIMU.

Byabte 6auTtenpHsbl! Beceraa BHUMATENbHO YUTANTE A0MOBOPLI,
KoTopbie Bbl nognuceisaete. Mpu nobbix comHeHuax bepute
Bpems Ha Bonee getanbHoOe U3yyeHUe 4OKYMEHTOB.

& CBEPBAHK

Kak 06MaHbIBalOT MOLUEHHUKMU

Y Bac nNpocAT KOHOUAEHUMANbHbIE AaHHbIE

MolueHHUK coobuiaeT, YyTo «BaHK BbIABUA NOAO3IPUTENBHYIO ONEPALIUION UNK KB
cucteme npomsowen cboitn.

OH NPOCHT Y Bac NoAHble AaHHble KapTel, CVV- nan CCV-koa, kog us CMC nan
napoau ot CoepbaHk OHNAMH. ITO HYKHO AKOOBI «ANA COXPAHHOCTM BALLMX AEHEry.

KaK MOLUEHHMK MOXKeT Bac Y6€)KAaTb

* «Mbi 380HMM C OPULMANLHOTO HOMEPa, NPOBEPLTE Ha CalTe.

¢ «B uensx KOHPMALHUMANBHOCTH A BKIOYAI0 NPOrpammy-poboT, KOTOPaA 3aWNUTUT
BaWK KOHPMAEHUNAaNbHBIE AaHHbIEN (Bbl CAbILKTE B TPYBKE NErKMIA Wenecr).

¢ [InA y6eanTeNbHOCTM OH Ha3biBAEeT BalLWM NEPCOHAbHbIE AaHHbIE M NPOCHT
NePeBecTU AeHbIV «Ha 3aUMILEHHDIN CYET, KOTOPbIN 3aKPENNEH 3a NEPCOHANbHbIM
MEHEAKEPOM — 3TO HY}KHO A4/ 6E30MacHOCTK, a NOTOM Bbl CMOXETE BEPHYTh

900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50




@ CBEPBAHK

Kak 06MaHbIBalOT MOLLEHHUKMU

Kak 3awutuTb ceba

* 3anuwwnTe Homepa 6aHKa B agpecHylo KHMry ceoero TenedoHa:

900, 8 800 555-55-50

* Ecnun 3BoHOK ByaeT ¢ Apyroro Homepa, OH 0TobpasnTCA Kak
HEW3BECTHbIA.

* He coBepLuainTe HUKaKMX onepaumii No MHCTPYKLUMAM 3BOHALLEro. Bee
onepauum Ans 3alnTbl KapTbl COTPYAHUK BaHKa AenaeT cam.

¢ Cpasy 3aKaHuyuBaiTe pasroBop. PaboTHUK BaHKa HUKOrAA He NONPOCUT
y Bac CEKpeTHble faHHble OT KapTbl WAK UHTepHeT-6aHKa.

¢ [IpoBepbTe, He BbINO NU COMHUTENbHbIX ONepaLuii 33 Bpema
pa3rosopa. Ecaun ycnenu 4To-1o coobwmnTh MOWEHHUKaM, Cpasy
nossoHuTe B 6aHK Ha Homep 900 1 coobwuTe o cnyymBLIEMCS.

900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 4392 555-55-50

Kak 06maHbIBalOT MOLUEHHUKU
Cutyaumsa 3. «BpoKepcKue nnm gunepcKkue ycnyru»

«BbIroAHbIE MHBECTULUMY

BapuaHT 1. Bam 380HWT HEe3HAKOMEL, KOTOPLIM HasbiBaeT ceba npeacTasuTenem Gpokepckon
WM AMNEPCKOW KOMNaHWUKM, NPEANAraeT MHBECTUPOBATL AEHbIM M 00eWaeT BbICOKUIA A0X0A,
Bbl cornawaeTech OTKPbITh CHET U CAMOCTOATENIbHO NEPEBOANUTE AEHbIM Ha KAPTY TPEThLero
nnua. MoweHHUKK NponaaaioT, BePHYTb A@HbrM HEBO3MOXKHO.

BuHapHbie ONUUOHBI
BapuaHr 2. Bul perucrpupyetech Ha caite BuHapHbIX ONUMOHOB.

MNocne nononHerna Banaxca Bbl NONYHAETE YBEAOMAEHHUE O NONYYEHUM «BOHYCHBIX 40X0A08Y.

HTo6bI BLIBECTM 3TH AEHBIM, BAM HYMHO NOBLICATL «TOProBbIM CTaTyc»., [INA 3TOr0 Bbi BHOCUTE
Ha CHET AONOAHUTENbHYIO Cymmy. MOWEHHMKK NPONaAAIoT, BEPHYTL AEHBIW HEBO3MOMHO.

Kak 3awmTuTs cebn

* [poBEPLTE NMUEH3NIO. Npexae Yem NepesoanTb AeHbri DpokepcKon
Komnanuu, ybegurecs, YTo y Heé ects AuueH3ua. CNMcoK Komnawuii ¢
NALEH3NAMMU Ha OCyLlecTBNeHue BpoKepCKon UK AMNepCKon AeATeNbHOCTH
ecTb Ha caire LienTpansHoro Banka PO.

* [IpoBepbTe PeKsm3uTLl. PeansHbie BPOKepCKUE AU AUNEPCKUE KOMNaHUK
HEe NPOCAT NepesecTy CPeACcTsa Ha KapTy oBbiMHOro Yenosexa — 3ro Byaer
MMEHHO CHET KOMNAHWK.

* MNossoruTe B 63HK No HoMepy 900, ecnn NOAV3PEBAETE, HTO CTONKHYANCL C
MOWEHHUHECTBOM.

@ CBEPBAHK

& CBEPBAHK

Kak obmaHbIBalOT MOLUEHHUKU

Cutyaumn 2. «Mepesog no ownbre»

Bbl OCTaBu/M CBOE MMA 1 Homep TenedoHa Ha cainte BecnnaTHoIX
obbABNEHNIA

Bckope KT0-To npucbinaeT sam ¢ mobunsHoro tenedpona CMC,
noanenaHHoe nog 6aKkosckoe coobuierne o6 onepauun.

3atem ¢ gpyroro Homepa npuxoaut CMC c npocs60it BEpHYTL ASHbLIU.

MolweHHUKM UcuesaloT nocne nepesoaa
EC/M Bbl CAMOCTOATENbHO CABNANM NEPEBOA, AEHbIM BEPHYTb He
NOAYUUTCA.

Kak 3awururs ceba

* [posepbTe HOMep, ¢ KoToporo npuwaa CMC.
* MomuuTe: Gank npucsinaetr CMC Tonsko ¢ Homepos 900 unm
9000.

* [posepbTe HanaHc cBoel KapTbl, YTobbI yBeanTLER, ‘
LEUCTBUTENBHO N ABHBTM NOCTYNWUAW HA CHET. v A
* Ecnu 3anop03punu CMC-moweHHMYecTBo, cpasy obpaturecs K :
CBOEMY NEPCOHANLHOMY MEHEAMEDY UM NO3BOHMTE B BaHK Ha
Homep 900, unu Ha HoMep, YKa3aHHbIA Ha 06paTHO cTopoHe
KapTbl, inbo yepes mobunsHoe npunoxernue CHONM.
* [na yaobcrea BHewmnTe Homepa 6aHka B TenedoHHYI0 KHI

Kak 06maHbIBalOT MOLWEHHUKMU

Curyaumsa 4. «Onpoc ot C6epbaHka»

Bbl nonyuaete nucbmo uam CMC o Tom, yto C6epbaHk NpoBoAUT noTepeio

Bam npepnaraloT NPOWTM ONPOC NO CCbINKE, Bbl KAWKaeTe U nonajaere Ha
OULLMHIOBBLIN CaUT.

QuuwuHz — 3mo Ko20a y 8aC NbIMAOMCA 8blyGUMb CEKPeMHYI0 UHOpMauULo,
Hanpumep, Naposaes om AU4HO20 kabuHema.

* Bbl npoxoanTe «0NpoCc» Ha CanTe, U 3a 3TO Bam 00ELLAIOT KPYNHYIO CyMMY
BO3HarpakaeHua, Hanpumep, 150 Toicay pybnen.

* Ho ans NOATBEPXKACHUSA KapTbl U NepesncneHns BoHYCOoB Bac NpocaT
NepeyYmUcNnTb «3aKPENUTENbHbIA NaaTex» 8 pasmepe 150 pybneid.

* Bbl oTnpasnseTe AeHbrv, a NOTOM He MOXKeTe CBA3aTLCA C MOWEeHHUKaAMMU,

Kak 3awuturb cebsa

* Hactpoiite 610KMpOBKY GanblumsbixX CAUTOB B CBOEM bpaysepe.
Korpa onnayuBaeTe NOKYNKK B UHTEpHeTe, NpoBepaiTe aapec
cai’ﬂa. Echmn AOMEH He coBnagaeTt 8 TOYHOCTU C 0¢MLI,MaIIbeIM
Ha3BaHMEM CaWTa, He BBOAWTE AaHHble.

* BbibupaitTe 3aWMLEHHOE UHTEPHET-COeAUHEHNE. AAPeC CanTa
DOMKEH HauMHaTbeA ¢ Byks https, a He ¢ http, a 8 agpecHoin
CTPOKe foMxeH 0To6paxaTbCa 3Ha4YOK B BUAE 3aKPLITOTO 3aMKa.
* NMopkntouute CMC-6aHK. OH NOHAA0BMTCA ANA NOATBEPHAEHUA
naaTexKa naponem or baHka. i

& CBEPBAHK
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OTBeTbl Ha NONyAAPHbIe BONPOCHI

Kaxerca, MeHA aTaKkyloT MOWEHHUKHU. HYTo Ael'laTb?

CpO4HO NO3BOHMUTE B KOHTaKTHbIN LeHTp ChepbaHka Ha Homep 900 (c
MobunsHoro TenepoHa) unm 3amgute 8 CoepbaHk OHNaliH, BbibepuTe
KapTty U Haxmute ((336ﬂ0KMpOBaTb KapTy», nocne 4ero no3BoOHUTE B 6aHK.

MHe npuwno CMC o Tom, YTO MO0 KapTy 3a610KUpoBanu.
Yro penatb?

MocmoTpuTe, € Kakoro Homepa npuwno CMC:

* Ecnmn coobuweHue npuwno ¢ Homepa 900, nossoHuTe 8 HaHK A10ObIM
yA06HbIM cnocobom:

— B KOHTaKTHbII LieHTp C6epbaHKa M3 MOBUNBHOTO NPUNOMKEHUS
C6epbaHk OHnanH

— ¢ mobunsHoro TenedpoHa Ha Homep 900

— unu ¢ noboro TenedoHa Ha HOMep, YKa3aHHbIM Ha 06paTHOM CTOpOHE
KapTbl. COTpyaHUK BaHKa cOObIWMUT BaMm AanbHellne AeUCTBus.

¢ Ecnv coobuieHre npuwno ¢ 4pyroro Homepa, BepoATHee BCEro, ero
OTNPaBUAN MOLIEHHUKW. Nepe3BaHUBaTb Ha 3TOT HOMEP «ANA
pa3bnoKMPOBKU» HENb3A. ECIM NOABUAMCL COMHEHUA, AEUCTBUTEND
N1 Bala KapTa 3abN10KUpOBaHa, Bbl MOXETE NO3BOHUTb B BaHK No
Homepy 900 u yTOUHUTb MHbOPMaALUIO.

& CBEPBAHK

OTBeTbl Ha NONyAAPHbIe BONPOCHI

Yro genatb, €N A NOTEPAN UAN Y MEHA YKpanu TenedoH, K KOTopomy
noaknoyéH CMC-6auk?

B 3TOM CMUTyauum Bam HYKXHO 06paTnTLCA B BaHK M NONPOCUTb BPEMEHHO
3abnokuposatb CMC-6aHK. 3aTem 3a610KMPYiTE CBOKO CUM-KapTY Y
COTOBOrO oneparopa.

MHe no3BOHMA COTPYAHMK cnyK6bl 6e3onacHocTu C6epbaHKka n
€006WKA 0 NONbITKAX HEU3BECTHbLIX UL, CHATb AGHbLIU C MOEM KapTbl.
Mory nu s coobwatb emy Homep Moei KapTbl?

Ecnu Bam 3BOHWUT COTPYAHMK BaHKa, OH He ByaeT 3anpawwunsaTtb HoMep
Bawew Kaptol, MUH-kog nau CVV2/CVC2-Kop, NOruH, Napons ot
C6epbaHk OHMaH unau kog us CMC. B 31011 cuTyaumm npekpatute
pa3roBop U No3BOHUTE B 6aHK N106bIM yA0bHBIM cnocobom:

— B KOHTaKTHbIW LeHTp CoepbaHKka U3 MOBUABHOTO NPUNOXKEHUS
CbepbaHk OHNaH,

— ¢ mobunsHoro TenedoHa Ha Homep 900,

— unu ¢ nroboro TenedoHa Ha HOMeEP, YKa3aHHbIN Ha 06paTHOWM CTOpoHe

KapTbl. e

@ CBEPBAHI

OTBeTbl Ha NONyAsApPHbIe BONPOCHI

MHe npuwno CMC o TOM, YTO NO MOeii KapTe npoBegeHa
onepauus, HO A 3Ty onepaymio He coBeplian. Yto aenatb?

Ecnun Bbl 3aperncTpupoBaHbl B Coepbank OHNaiiH, NpoBepbTe NocneaHue
onepauuu B CBOEM IMYHOM KabuHeTe UAK MOBUNBHOM NPUNONKEHWN.
Ecnv Tam HeT Takow onepauuu, HanuwuTe Ham NpPAMO ceityac. Mocne
atoro yaanute CMC. ECu e Bbl 4@ACTBUTENbHO BUAUTE TaKyIo
onepaumio B UCTOPUM OnNepaumii, HO He CoBepLIaNu e€, NO3BOHUTE B
H6aHK Nt0bbIM yA0BHBIM CNOCOBOM: — B KOHTaKTHbIN UeHTp CbepbaHka u3
mobunbvHoro npunorkeHua Cobepbark OHNaH — ¢ mobunbHoro
TenepoHa Ha Homep 900 — mnu ¢ noboro TenedoHa Ha Homep,
yKa3aHHbIM Ha 0BpPaTHOM CTOPOHE KapTbl.

MHe npuwno CMC c Homepa 9000, a He 900. 3TO MOLWEHHUKU?

Hert. C Homepa 9000 C6epbaHk nposogut CMC-onpoc 0 KayecTse
0bcnyKMBaHMA N NPOBOANT aKTyann3aumio AaHHbix. CMC-onpoc
onnaymeaetca No TapudpHomy nnaxy knmenta. CoobuieHne moxer
coaepKaTb CCbiNKY Ha onpoc Cbepbanka opros.sherbank.ru nam Ha

noprtan LleHTpa HeasmxumocTn Céepbarka Domclick.ru G

@ CBEPBAHK

OTBeTbl HA NoNyAApHbIe BONPOCHI

Kak onpeaenuTtb, 4TO MHe 3BOHUT UMEHHO COTPYAHUK BaHKa, a He
310YMbILWNEHHUK?

Mpwu 3B0HKE KAMEHTY coTpyaHnk C6epbarka Bcerga obpauiaerca no
MMEeHU-0THeCTBY; HUKOr4a He NpoCcuT KOH(DMAEHL{VIBIIbeIE cBeaeHua:
NO/MHbIE PEKBU3UTbI KapTbl (Homep KapTol, MUH- u CVV-koa), CMC-
naponu 6aHKa; HUKOrAa He TpebyeT coBepLaTh ONepaunn ¢ KapTou.
nOMHMTe, YTO 3a4a4a MOWEHHWUKA — 3acCTaTb BaC BPacn/10ox v He AaTb
BPEMEHM NPOoaHanM3npoBaTh CUTyaLMIO, MO3TOMY OH ByAET HacTameaTh,
4T06bI BbI BbINOAHMAW €ro TpeboBaHMA Kak MOXKHO BbicTpee.

Mory nu 5 nonb3oBaTbca 6aHKOMaTOM, eCM OH 3aBUCaerT,
CaMONpPOU3BO/IbHO NEPe3arpyKaeTcs UAU Ha 3KpaHe NOABAAIOTCA
noao3puTenbHble M306parkeHUA?

Takum 6aHKOMaATOM NOAb30BaTbCA HeNMb3A. OTMEHUTE TEKYLLYIO
onepaLmio, Hakas KHOMKY «OTMEHa», v A0MAUTeCh BO3BpaTa KapThl.
Ecnu 6aHKomaT He BO3BpaLLaeT KapTy, No3BoHuTe Ha Homep 900 nau no
TenedoHy, yKasaHHOMy Ha BaHKkomarTe. He oTxoauTe oT 6aHKomara, noka
He BbINOAHWUTE PEKOMEHAAUMN COTPYAHMKA BaHKa.

' o
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Yro genartb, ecnk 6aHKOMaT He BO3BpallaeT KapTy?

Mo3eoHWTe Ha Homep 900 uau no TenedoHy, yKasaHHomy Ha BaHkomaTe.
He otxoauTe oT BaHKOMaTa, NOKa HE BLINOAHWTE PEKOMEHAAUMM
COTpyAHWKa BaHKa.

MHe nprwno ¢ HeaHakomoro Homepa CMC o Tom, YTO Ha nMoid cHeT
nepesegeHbl AeHbru. A notom mHe npuwno CMC c npocbboid kx
BEPHYTb, TaK KaK AeHbr1 Nnepesenu no ownbKe. Al Mory BepHYTb AeHbIU?

CHhepbaxk otnpasnAeT CMC TonbKo ¢ Homepa 900 wnu 9000, coobweHwA
O COBEPLWEHHEIX oNepauuvAax c ApYyrx HOMEPOB COBEPLUADT, KakK
npaswuno, moweHHwnkK, Ecnn Bam npuwno CMC c gpyroro Homepa,
HanWWKTe Ham B popme oBpaTHOM CBAZKW W NEPeLLNKTE Ham TekcT CMC.
MNocne storo yoanute CMC.

MHe NpULLINA CCbINKA HA YCTAHOBKY MOBUABLHOrO NpUAOHEHUA
C6epbaHk OHNaiAH. A Mory ero ycTaHOBMUTbL?

Hert, ycTaHaeNMBaTE NPUAOHKEHKWA NO cCbiNKam 3 CMC-cooblwgHWid nan
3NEKTPOHHOMW NOYTLI HENbL3A, AdME eCNW B COOBLWEHWN YTEEPIKAAETCA,

YTo OHO W3 BaHKa. MCNonb3yinTe TONbKD OGULMANBHBIE NPUAOKEHWA
BaHka ana Android, iPhone, iPad n Windows Phone. a

Ona exopa B nHTepHeT-bank Cbepbank OHNaMH y MeHA 3anpawKnBea0T
HOomep BaHKOBCKOMW KapTbl. Al mOry ero BeecTu?

Het. lna exona 6 Chepbank OHNE@AH HYWKEH TONBKO NOTHH, NYHBIA
napo/fbs MAW OAHOPa30BLIM Nnaponk U3 CMC. Ecnu Ha caidte
3anpalwearnT ."IIO'E\I'HD APYryo NeRCOHaNEBHYIO HH'tuopmau.mo,
Hanpumep, Homep BaHKOBCKOM KapTbl AW MoBuabHoro TenedoHa,
MOKHMHLTE CANT M CPOYHO 0BpaTUTECk B BaHK.

MHe npegnoxunu npogars Mo BaHKOBCKYIO KapTy. OueHb
BbIFroAHOE NpeanoeHue, A MOry Ha Hero COrnacuTbLeA?

He cornawaiitecs, @& MoryT MCNoNb30BaTh B MOLWEHHWYECKWUX LIENAX.
NpaBooXpaHWUTENLHLIE OPraHbl B NEPBYIO ouepeab ByayT NpoBEpATL
Bnagenbua KapThl HAa NPpHMYaCTHOCTb K NpecTyniaeH .
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OTBeTtbl Ha nonynAapHblie BONPOCHI

MHe npuLING NOAD3PUTENLHOE MMCLMO Ha 3NeKTPOHHYIo nouty. Kak noHatb,
MOLWEHHWYECTBO 3TO MK HET?

B nepsylo odepeab ofpatite BHUMaHKe Ha NOYTY OTNpaBuTensa. Kak npasyno,
MOLWEHHWKKM MCNOAL3YIOT 0BLWEeAOCTYNHbIE NOYTOBLIE 4OMEHBI MM NOKYNAKOT
NOMEHBI, NOXOMKWE HAa OGMLIMANBHEIE AOMEHHBIE WMEHA KOMNaHWH, UTo6bI
BBECTH NOAYUYATENA NWCEMA B 3abaymaeHue,

Bac oMM¥HO HACTOPOXWTE, ECNK TEMA, KOHTEHT MUCHMa WK Ha3BaHWe GalNoE
NoBymaaKT BaC K HEMELNEHHOMY AEHCTBHID: NEPEMTH NO CCBINKE, HAMATL Ha
KHOMKY, OTKPLITE $ain, HEMEANEHHO OTBETUTE Ha MUCLMO.

BamHo Takwe o6paTUTL BHMMaHKUe Ha oBpalleHme W NOANMCE B NUCBLME: eCK
OHM Be3nuuHbIe, BEICOKa BEPOATHOCTE 0BmaHa. KoHTakThl ana 06paTHON cBA3M
B TAKOM MUCLME MOrYT BbiTh HEAOCTABEPHBI, NO3TOMY NPOBEPLTE MX Ha
OPUUKMANBHOM CaATE KOMNaHWK.

He nepexoamuTe No CCLINKAM M HE KNWKAHTE Ha Nogo3puTensHble 0BbeKTs.
HaBeaWTe KYPCOP MbllWW Ha NOLO3PUTENBHYIO CCbIAKY WAK 00BEKT, 4ToDbI
YBMOETE, KyA3 OHa BeAET Ha camom aene, CpasHWMTe aapec C agpecom
OPULMANLHOro CAHTa KOMNAHKWM.

E'y'.i:l'b-TE OCTOPOMHBI C BNOMEHHWMAMMK! DTKprBHﬁTE TONBKO TE M3 HWUX, KOTOPBIE Bbl
WAaNW OT CBOMX aapecaTos.

He BBoAMTE CBOM KOHGMALHUMANBHLIE NAHHBIE, NOTMH M NaP0bL Ha

NoOO3pMTENBHBIX CanTax WAMU B KaKMEe-IMBO aHKeTHbIe ¢DPMbI.
He oTeeuanTe Ha nogo3pyTENbHBIE NKMCbMA.

MpK onaaTe NOKYNKW Ha caiiTe A BBeN HOMep CBOei KapTbl U CVV.
MHe Hanucanu, 4To npomsowna ownbKa u ANA OTMEHbI onepauMmn
MeHA NpocAaT coobwuTs CMC-Kof,. MOMHO NW MHEe ero oOTNPaBuTL?

Het. H1korga He BBoAMTE «NaponM 4nA OTMEHLI ONepaumumM» U He
coobuwalite HuKkomy CMC-Kogpl. OB aTom MOryT NONPOCUTE TONBKD
MOLWEHHMKK, ECNK Bbl € 3TUM CTONKHYAMCE, MOKWHLTE CAMT M CPOYHO
obpartuTeck B BaHK.

MHe npywno coobuweHue o Tom, yto ChepbaHK NpOBOAUT NOTEPEID U
npegnaraeT npoiTk onpoc. fl nepewén no ccbiNKe, OTBETHN Ha
BONPOCLI, U TENepb MeHA ¥AeT npus. Mory a1 a noaTEEPAUTL CBOIO
KapTy W NPOH3BECTH «3aKPenUTeNbHbIA NAATEK» ANA NepeYncIeHHA
BO3HArpaXKaeHuA?

Hu B Koem cayyae. ITo pacnpocTpaHeHHan Cxema MOLWEeHHKWYECTEA,
HOrda OT HMEeHK BaHKa MOLWEHHUKK HanpaenAKT CCBINKK Ha
bULIMHIoBbIE CalMTkl. He nepexoavTe No NOAO3PUTENbHBLIM CChIIKAM,
npu nioboi onnaTe B HTEPHETE NPOBepARTEe aapec CalTa u BBOAUTE
AdaHHBIE€ TOABKO eCnKn 4omMeH TO4YHO COBNadaeT C UdJHLLHEJ'IbeIM

Ha3BaHWem caifTa. n
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fl ctan cBnaeTrenem moweHHuyecTsa. Yto genartn?

Hanuwwurte no appecy fraud@sberbank.ru , ecnu ctanu ceugerenem
No60I MOWEHHUYECKOW AeATeNbHOCTU, Hanpumep:

€cnu Bbl 0BHAPYKUNU CAWUT C COMHUTENbHBIMU GUHAHCOBBIMMU
npeaNoKeHUAMM,

roe MOLWEHHUKM CKpbiBatoTcs nog, bpeHaom Cbepbarka u BBOAAT B
3abnyxaenue notpeburenei;

ecnv Bam npuiwno noposputensHoe CMC coobuenne, Akobbl o HaHka,
0 NpoBeAeHUM onepauum u TpebosBaHNMEM NO3BOHUTS;

ecnu Bam 3BOHUAU MOWEHHMKKX U NbITaNUCh NOAYHUTb NepCoHaNbHbIE
AaHHbIE;

€CNW Bbl NONYYNAM COMHUTENBHOE NMMCbMO, BO3MOXHO CoaepKalee
BUPYC WM CCbINIKY HA UCTOYHUK PACNPOCTPAHEHUA BUPYCa;

eCcnn Bam U3BeCTHbl HOMepa KapT, UCNOsib3yemMble MOLLEeHHWKamMn AnAa
XULEeHWA AeHer;

Bharogapvm 3a sBHUMaRE"

ecnu Bbl 06HaPYXXMNK YA3BUMOCTb Ha OAHOM U3 NYBAUYHbLIX OHNANH-
cepsucos Cbepbanka: Cobepbank OHnaiH, CobepbaHk Busnec OHnanH

caut sberbank.ru u gpyrmx. 0

& CBEPBAHK
OTBeTbl Ha NONyAApPHbIE BONPOCHI

Al noTepsan cBoi0 6aHKOBCKYIO KapTy. Y10 MHe aenatb?

Ecau Bbl nOTEpANK KapTy MAM NoAo3peBaeTe, YTO Ball CHET aTaKyroT
MOLUEHHUKM, CPOYHO eé 3abnokupyiTe. Jna 3TOro NO3BOHUTE B
KOHTaKTHbIN LeHTp ChbepbaHka Ha Homep 900 ¢ mobunbHoro TenedoHa.
Wnu 3ainanTe B MHTepHeT-6aHK A mobunbHoe npunoxenue CoepbaHk
OHNalH — HaWaUTe HYXKHYIO KapTy U HaXMuUTe «3a610KUPOBaTLY



